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Control Gate Client 
. 

Note : The documentation and/or manuals provided by the servers vendors must be read 

and understood thoroughly prior to configuration. 

 

Revision Description Date 
A Release to Production January 2006 
B Formatting Update April 2012 
C Formatting Update January 2016 

About this Addendum 
Use of this addendum should be for reference purposes only; all parameters to be entered 
should be carefully planned prior to any configuration attempts. Any additional information 
about aspects of the Control Gate Client should be referred to QEI 

NOTE 
Some parameters may vary from the displays in the illustrations that follow. This is because 

the “Template.mdb” file currently used by your system may be different. 

Introduction 

The ControlGate client is a software component intended to selectively block controls from 
certain sources in the RTU. In normal RTU operation, any server is able to execute any of the 
controls mapped to it, at any time.  Sometimes, however, this level of access is not desired.  
The ControlGate client allows the capability of ensuring that controls can be activated only 
from specific sources, at specific times. 
 
The ControlGate client is configured with a list of "Gated Servers".  These servers are not 
normally allowed to execute controls.  Each Gated Server also has a pseudo-control point 
and a status point associated with it. 
 
In the normal state, any server which is listed in the "Gated Servers" list is prevented from 
executing controls.  Any server not in the list is allowed to issue controls. 
 
When a "Close" is executed on the control point associated with a particular gated server, this 
action a) enables that server to execute other controls, and b) BLOCKS control execution 
from every other source (including servers which are not in the "Gated Sources" list).  The 
associated status point indicates the state of the Control Gate with a value of 1 if this server 
is allowed to execute controls, and a 0 otherwise. 
 
When a "Trip" is executed on this control point, the system goes back to normal operation; 
i.e. only those servers not in the "Gated Servers" list may execute controls. 
 
If one gated source is active and a Close is done on another associated control point, the 
new control source will be enabled to execute controls, and the previous one will be disabled. 
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A few important points should be noted: 

 
1. The Control Gate does NOT block controls to its own "associated control points".  

Therefore it is possible for a gated server to enable itself to do controls (and block all 
other sources). 
 

2. There is a configurable option as to whether Set Points are blocked using this same 
mechanism, or are always allowed. 
 

3. The ControlGate functionality is implemented within the core of the RTU's point-mapping 
system, and therefore blocks both local controls, as well as controls in IED's and 
"Pseudo-Controls".  It supports all Servers and all Clients on the RTU platform. 
 

4. If the RTU is equipped with a battery-backed memory card (such as the 6AMB or 6TIM 
card) the state of the control gate is saved in battery-backed memory, and will remain the 
same even after a power-cycle of the RTU.  If no battery-backed card is available, the 
system will revert to the default state (all gated sources disabled) on power-up.     

 

Configuration Parameters 

 

In the IED section: 

The ControlGate Client is configured using QEI’s ConfigWiz software (refer to the 
“Adding a Field Device Client” section in UM-2012).  The following parameters are 
provided: 

 
GatedUsers 
This field contains up to 5 entries.  Select the Servers, which are NOT allowed to do 
controls except when explicitly enabled through their associated control point. 
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In the Driver section: 

 
Description 

This is a general-purpose field which can contain a description of the configuration. 
 
GateSetpoints 

If set to 0, setpoints are always allowed from all sources.  If set to 1, Setpoints are gated 
in exactly the same manner as controls. 
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Points Provided 

 
You should size the ControlGate IED to have the same number of Control and Status points 
as the number of gated servers desired. 
 
Control Points 

For each Gated server, there is a single control point.  A Close on this point enables only 
this server to execute controls.   
 
A trip on this point returns the ControlGate to its default state. 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



ConfigWiz Addendum                                                                                                  Control Gate Client  

Copyright © 2016 QEI 5 

 
Status Points 

For each Gated server, a status point is provided.  This point has a value of '1' if the 
server is allowed to execute controls, a 0 otherwise. 

 

 
 
 
Example 
 
Suppose we have a system where the RTU is communicating with two separate master-
stations, a QUICS master and a DNP master.  Suppose additionally that there is a local HMI 
in the substation, communicating to the RTU using the ModBus protocol. 
 
In a configuration such as the above, it might be desirable to normally block controls from the 
local HMI, but, in certain cases, to allow the HMI to be able to execute controls, but block the 
master-stations from executing these controls (similar to a "Local/Remote" switch on the 
platform). 
 
This can be done simply with the ControlGate client; simply add the ControlGate, size it for 1 
status and 1 control point, and select the ModBus Server#1 as the first entry in the 
GatedUsers" list. 
 
In normal operation, either of the two master-stations would be allowed to execute controls 
(since neither of them are "Gated") and any controls from the HMI would be blocked.  
However, if the associated control point was CLOSED, the HMI would be able to execute 
controls, and controls from either of the two master-stations would be blocked. 
 
You can further refine this scheme using mapping of the associated control points.  For 
example, if the associated control point was mapped ONLY to the HMI, the HMI would be 
able (under operator control) to "seize" the control points, blocking controls from the two 
Master-Stations, and only the HMI could release them back when done.  This might be 
appropriate for protection safeguards; where an operator in the substation could block 
controls from being inadvertently executed remotely. 
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On the other hand, if this associated control point was mapped only to the Master-stations 
(and NOT to the HMI), this would implement a scheme where the local HMI would have to be 
explicitly enabled from the master-station before it could execute controls; this might be 
appropriate where it is desired that controls never be executed locally without explicit 
"permission" from the master-station.  (Note that since the associated controls themselves 
are not gated, the master-station can still take back control, by executing a "trip" on the 
associated control point - this will succeed even though attempts by the master to operate 
any other control in the RTU would fail). 
 
Although a local HMI is the most common usage of the ControlGate client, it is not the only 
possible one.  The ControlGate client can also be used to arbitrate control authority between 
several different masters, for example. 

 


