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DialUp2 Client 

This is the DialUp2 Client addendum. This addendum describes the pop-up window tabs, 
fields, and ranges of valid parameters for entry in those fields. 

Note : The documentation and/or manuals provided by the servers vendors must be read 

and understood thoroughly prior to configuration. 

 

Revision Description Date 
A Release to Production January 2006 
B Updated Formatting April 2012 

C Updated Formatting January 2016 

About this Addendum 
Use of this addendum should be for reference purposes only; all parameters to be entered 
should be carefully planned prior to any configuration attempts. Any information about 
aspects of the DialUp2 Client operation should be referenced from the vendor 
documentation.  

NOTE 
Some parameters may vary from the displays in the illustrations that follow. This is because 

the “Template.mdb” file currently used by your system may be different. 

Introduction 

Dialup2 is a software client that provides enhanced capability for dialup RTU configurations.  
It incorporates several features not found in the original Dialup client; in particular: 

1. The Dialup2 client supports both client-side and server-side operation, so that RTU-
to-RTU systems can be implemented (including one-client/multiple servers) over 
standard telephone lines. 

2. The Dialup2 client contains provisions for call-back operations, to verify that the 
connection is coming from a known telephone number. 

3. The Dialup2 client provides enhanced timing parameters to prevent or reduce 
unnecessary calls, and, when used in a DNP environment, supports unsolicited 
Report-By-Exception operation from the remote server. 

4. The Dialup2 Client provides connection and calling statistics, as well as control points 
to temporarily suppress calls made by either the server or client. 

The Dialup2 client is intended primarily for RTU-to-RTU systems, where a single RTU (either 
at the master-station or in a substation) can concentrate data from a number of remote 
stations.  However, this client is also perfectly suitable for direct master-station-to-RTU 
systems (as long as the Master-Station is capable of performing the correct ID handshake 
sequence, as well as the call-back sequencing, if enabled). 

Dial-up configurations are useful in those situations where leased-line or radio 
communications are impractical or too expensive, and where latency in data reporting (and 
some latency in control execution) is tolerable. 

In a Dial-up configuration, the client does not continuously poll the remote servers.  Instead, it 
polls  



DialUp2 Client                                                                                                          ConfigWiz Addendum  

2                                                                                              Copyright © 2016 QEI  

 

a. on startup of the RTU,  

b. at periodic intervals (perhaps every 12 or 24 hours), and c) whenever a control is 
issued to  the remote station.  Likewise, the remote server usually can initiate a 
call in unsolicited mode when data-change events occur.  While unsolicited data 
reports greatly decrease the latency of data changes being seen by the master, 
they are not absolutely necessary; it is perfectly reasonable to configure a 
system which simply polls, for example, once every hour or so. 

Operation of the dialup client is fairly straightforward, although some consideration needs to 
be made as to the maximum number of calls per month desired for the system.  It is 
recommended that new installations be monitored for the first few days or so to confirm that 
the calling frequencies and durations are satisfactory for the system (this can be verified by 
observing the calling statistics provided by the client). 

Whenever a Dialup connection is made, the Dialup2 client requires that an "ID Handshake" 
be successfully performed.  In an ID Handshake, each side of the connection sends it's 
phone number to the other side, and confirms that it has received the phone number of the 
other side as well.  This handshake is performed automatically in RTU-to-RTU installations, 
but is explained here for Master-Station to RTU communications. 

Once a phone connection has been established, both ends of the connection should send out 
an ID string, periodically. (The Dialup2 Client will send this string every 2 seconds until either 
it recognizes that the exchange has succeeded, or 15 attempts have passed.  If after 15 
attempts the RTU has not received a valid ID exchange, it will hang up and refuse access to 
SCADA traffic. 

The ID string is as follows: 

1. The first character is an upper-case 'U' 

2. The second character is either: 

      'Y' - if this RTU has successfully received the phone number of the other RTU, 

      'N' - if this RTU has not yet received the phone number of the other end. 

3. The 3rd-5th characters are the letters 'IAM' (upper-case!). 

4. Next comes the complete phone number 

5. Finally, come the letters 'iam' (lower-case). 

So, for example, the string: 

UNIAM9733797400iam would indicate that the phone number of the sender is 973-379-
7400, and that the sender has not yet received the phone number of the other side. 

This string should be sent repeatedly until     

 a) you receive a 'Y' from the other end of the connection, and 

    b) you have sent at least one ID string with a 'Y'. 

Once the ID strings have been exchanged, and the RTU verifies that the phone number 
matches a number in his configured list, SCADA traffic is allowed over the connection, unless 
Call-Back has been specified.  If the received number does not match a number in the RTU's 
list, the RTU will hang up the phone without allowing SCADA communications. 
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If call-back is specified, after a successful handshake is done, both ends should hang up the 
phone, and the appropriate end will call back to the number it just received.  Once the call-
back is done, the ID handshake is repeated again, and then SCADA communications are 
allowed. 

(The handshake must be repeated to prevent a situation where, for example, the Master calls 
an RTU, expecting a call-back, but before the RTU can call back, another RTU calls in to the 
master.  Repeating the handshake confirms that the master-station knows which remote 
server he is talking to). 

Configuration Parameters 

The following parameters can be configured using the ConfigWiz utility: 

Standard Tab 

 

 
 

DialTimeout 

This parameter, in seconds, specifies the maximum time to allow for the dialing process, 
starting from when the dial command is sent to the modem, until the modems have 
successfully connected (i.e. Carrier-Detect is received from the modem).  For the vast 
majority of applications, the default value of 45 seconds should be sufficient.  Extend this 
delay if the connection process between the modems takes a long time (possible in the case 
of very noisy lines where the modem handshake and line conditioning requires multiple 
passes) or if the modems have a tendency to prematurely hang up before a connection is 
established. 
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ConnectTimeout 

This timeout, in seconds, specifies how long the communications line will remain idle before 
the phone is hung up.  The default value of 60 seconds is usually appropriate for most 
applications. 

MaxConnTime 

This timeout, in seconds, determines the maximum amount of time that the phone can be off 
the hook before it is forcibly hung up.  This timer should normally be significantly longer than 
the Connect timeout; a value of 120 seconds is appropriate for many applications. 

This timer is provided to prevent two separate potential problems: 

1. If a server repeatedly receives upsets, it will attempt to keep reporting these events 
continuously, and therefore it will constantly reset the ConnectTimeout timer 
mentioned above.  In this case, once the MaxConnTime is reached, the phone will be 
hung up (even though the server still has changes to send to the client) 

2. In the case of noisy phone lines, intermittent noise characters might cause the 
ConnectTimeout timer to be constantly re-triggered; this timer will also prevent this 
situation from persisting indefinitely. 

MinCallInterval 

This parameter controls the minimum time, in seconds, between "Calling Attempts".  A single 
"calling attempt" includes re-trying the phone number for the number of attempts specified in 
"ConnectTries" below. 

However, once the RTU has attempted to dial (and re-dial) the remote unit, and failed to 
connect, it will wait for this amount of time before attempting to call again.  This parameter is 
helpful in the following cases: 

1. If the phone lines are down, or the remote station is offline for some reason, this 
timing parameter will prevent the RTU from constantly re-dialing the other end in an 
attempt to establish a connection.  This constant redialing might prevent other remote 
RTU's from being able to connect, and may result in undesirable phone charges. 

2. For a Server, this parameter also limits how often the server will attempt to dial the 
Client in order to report unsolicited events.  This prevents a "noisy" RTU (i.e. one with 
a chattering status point, or with analog upset thresholds that are set too low) from 
making excessive calls to the Client. 

Appropriate values for this parameter may vary widely from system to system, and should 
balance the requirement of timely notification of changes in the field, vs. minimizing telephone 
charges. 

Note that if an RTU has been idle for a while, and a status change (or other unsolicited-
enabled event) occurs, the RTU will immediately dial the client; this timeout only limits the 
interval BETWEEN calls. 

Also, in a system with multiple servers communicating with the same client, these values 
should all be different from each other, ideally by a time greater than (DialTimeout + 
MaxConnTime).  This will greatly reduce the likelihood of problems due to multiple field 
devices attempting to call the Client simultaneously. 
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PollCallInterval 

This parameter is used only on the client side of the connection.  It is ignored on Server-side 
connections.  This parameter, in minutes, controls how often the client will call a server in 
order to perform an integrity poll. 

CallBack 

This parameter controls whether or not the connection will attempt or expect a call-back 
operation to be performed before SCADA communications are allowed. 

Options are: 

None - No callback is done.  Either end may establish a connection; once the connection and 
ID exchange are performed, SCADA communications can begin immediately. 

DoCallback - When an incoming call is received and the ID exchange is successful, the unit 
will hang up the phone, and call back the other end of the connection.  This call-back must 
succeed before any SCADA communications are allowed.   
Outgoing calls will allow SCADA communications as soon as the initial connection/ID 
exchange is successful. 

Require Callback - When an outgoing call is made and the ID exchange has succeeded, the 
RTU will hang up the phone, and wait for a callback from the other end.  Incoming calls will 
be accepted directly, without a callback requirement. 

Note that for any particular pair of devices, Call-Back should either be set to None for both 
ends, or it should be set to DoCallback for one end, and RequireCallback for the other.  

Either the Server or the Client end can be set to DoCallback (but not both!). 

ConnectTries 

This parameter controls the number of consecutive dialing attempts before the other end is 
presumed to be unavailable.  (1 = call once, etc).  On a client side, a re-dial (if ConnectTries 
> 1) will be attempted immediately after a failure to connect. On the server side, there is a 
built-in 1 minute delay between attempts (this prevents "thrashing", should both ends of the 
connection decide to call each other at the same time). 
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Remote Tab 

 

NumPhones 

This field indicates the number of valid phone numbers in the following list.  For a server 
connection, this number is usually 1 (although it can be > 1 if redundant modems are used).  
For a Client connection, one phone number is provided for each remote device. 

Phone1 .. Phone10 

These fields define up to 10 phone numbers, to be used when connecting to up to 10 
different remote devices.  For a server, this number would be the phone number of the 
CLIENT, for a client, these fields would contain the phone number(s) of the server(s) the 
client communicates with. 

NOTE: This phone-number string is used to identify "who is calling" from the other end.  
Therefore, the phone number strings here must match EXACTLY the phone number 
specified in the "MyPhone1" field of the OTHER device. 
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Modem Tab 

 

InitString 

This field allows for an initialization string that is sent to the modem before each dialing 
attempt.  The default is usually acceptable for all applications, although many other options 
are allowable. 

MyPhone1 

This is the local phone number, to which the RTU is connected.  This number is sent to the 
remote end of the connection as part of the ID sequence, and has no other purpose than to 
identify this end of the connection.  (Obviously, it would be somewhat pointless for us to call 
ourselves!) 

ModemUser 

This field specifies the serial number of the client or server using this modem.  For the server, 
specifying this field is all you need to do to have the dial-up port assigned to the server.  For a 
client, you need to also specify the dialup port in the specific IED configuration. (See "Server 
and Client Configuration" below). 

Port1 

This is the physical port that the modem is connected to. 
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EPort1 

If the modem is connected using an EPort ("EPort" specified in the previous field) this 
parameter specifies which EPort to use (this is intended for port-expander configurations, or 
for direct Ethernet-to-phone modems). 

Points Provided 

Analog Points 

 LastCallYear   (i.e. 2006) 
 LastCallMonth  (1 = Jan; 12 = Dec) 
 LastCallDay    (1-31, the day of the month) 
 LastCallHour   (0-23) 
 LastCallMinute (0-59) 
 

These analog points provide the date and time when the last successful connection was 
made (including callback, if configured).  in other words, it indicates the date and time when 
the last successful SCADA communications was done, and therefore provides an indication 
of the "age" of the data points provided. 

DialIns 

The number of successful incoming calls to this RTU. 

DialOuts 

The number if outgoing dial attempts made by this RTU 

ModemConns 

The number of successful outgoing "Modem Connections" (i.e. successful dialing; other end 
answers, CD detected). 

VerifiedConns 

The number of successful ID handshakes. 

Note that the last 3 statistics are heirarchical; in a "perfect" system, one outgoing call would 
increment DialOuts, ModemConns, and VerifiedConns once each.  If a dial attempt is made 
but the other end doesn't answer (for example, the line is busy), only DialOuts would be 
incremented.  If a modem connection is made successfully, but the ID exchange fails, only 
DialOuts and ModemConns would be incremented.  All analogs are saved in Battery-backed 
memory if the RTU is equipped with a battery-backed RAM card (6AMB or 6TIM). 

Control Points 

ClearStats 

A CLOSE on this control clears the DialIns, DialOuts, ModemConns and VerifiedConns 
analogs to 0.  A TRIP on this control has no effect.  NOTE: Doing a TRIP on this control in 
the remote server is a perfectly good method of forcing a connect-and-poll of the remote 
device from the master-station, since it will initiate a dial-up connection (which will poll the 
remote device) but have no other effect on the system. 

DisableDialing 

A CLOSE on this control will prevent the RTU from independently dialing out to the other end.  
For a server, this means that unsolicited data will not cause a dial-out.  For a client, it means 
that periodic integrity polls will not be done. 

Please note that if this point is CLOSED, the RTU will still dial IF: 
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      a) it is performing a callback in response to an incoming call, or 

      b) for the client, it has a control to send to the remote device. 

A TRIP on this point will re-enable independent dialing. 

The state of this point is saved in Battery-backed RAM if available.  If not, this point is cleared 
on power-up. 

Status Point 

DialDisabled 

This point reflects the state of the DisableDialing control.  It is a 0 if dialing is enabled, and a 
1 if dialing is inhibited. 

Server and Client Configuration 

The Dialup2 Client is intended primarily for RTU-to-RTU communications using the QEI 
DNPC client, and the DNP3X server (extended DNP3 server).  Configuration of these devices 
can be done normally, with the following minor differences: 

DNP3X Server 

This configuration is completely standard.  Assign the Dialup Client with the 
DNP3X_Server#1 serial number.  You can assign status, analog, and accumulator points to 
class 0 if you do not wish them to create unsolicited dial-up events, or to class 1, 2, or 3 to 
cause them to initiate dial-up (within the caveats of the dialing timeouts described above).  
You should enable unsolicited events if you would like the RTU to automatically call on data 
changes. 

DNP3C Client 

For Port, you should assign any remote IED's to "Dialup", and use the EPort field to specify 
which phone number the IED is at (i.e. 1 for the IED at "Phone1", 2 for the IED at "Phone2", 
etc.)  It is perfectly acceptable for a single DNP3 client to have both dial-up and directly 
connected IED's.  Remember to assign the Dialup Client with the DNP3C serial number. 

It is recommended that you set the Flags field to &h10.  This disables freezing of 
accumulators (which would generate undesired calls simply for the purpose of performing 
freezes) and causes all data polls to be class 1/2/3/0 polls (which is most appropriate for a 
dial-up configuration). 

Note that for Dial-up IED's, the Static poll period is ignored; instead, the polling algorithm is 
inherited from the dialup client, namely: 

1. The client will only try to connect to the remote device when it has not communicated with 
the device for "PollCallInterval” minutes. (Note that sending controls, or receiving a call-in 
from the remote device resets this timer). 

2. Whenever the client is connected to the server, for any reason, it enters a "Fast-Poll" 
sequence, where Class 1/2/3/0 data polls are sent every 2 seconds for a 20-second interval. 

 

 

 


