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Genisys Client 

This is the Genisys client addendum. This addendum describes the pop-up window tabs, 
fields, and ranges of valid parameters for entry in those fields. 

Note : The documentation and/or manuals provided by the servers vendors must be read 

and understood thoroughly prior to configuration. 

Revision Description Date 
A Release to Production December 1999 
B Formatting Update August 2001 
C Formatting Update March 2012 
D Formatting Update January 2016 

About this Addendum 
Use of this addendum should be for reference purposes only; all parameters to be entered 
should be carefully planned prior to any configuration attempts. Any information about 
aspects of the Genisys Client operation should be referenced from the vendor 
documentation.  

NOTE 
Some parameters may vary from the displays in the illustrations that follow. This is because 

the “Template.mdb” file currently used by your system may be different. 

Introduction 

The Genisys client is responsible for communicating with devices that use the Genisys 
protocol.  In general, these devices are PLC-type devices, in that they have banks of digital 
inputs and outputs, rather than SBO-type controls.  In addition, the Genisys protocol does not 
provide support for analog inputs or outputs. 

Since a Genisys device can also be programmed to interrogate other Genisys devices, we 
have incorporated that standard polling sequence for use in this client. 
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Opcodes Supported 

The following is a list of Genisys opcodes used by the Genisys client: 

Opcode Definition 

GEN_COMMON
C 
0xf9 

"Common Controls" sent to all devices. This opcode is never 
generated by the Genisys client; instead, controls are sent out 
individually to each device. 

GEN_ACK 
0xfa 

Sent when a "Poll" or "Control" command results in a "Rind" 
response, indicating that the device has new point values to report.  
The ACK command will be sent to the device to acknowledge receipt 
of those points. 

GEN_POLL 
0xfb 

A normal poll command, sent by the client to request any changes in 
status-input values. 

GEN_CONTROL 
0xfc 

This opcode is used to update the state of Digital Output points in 
the remote Genisys device. This opcode is sent whenever a control 
point value is changed by the Master Station. This opcode is also 
used to "refresh" the digital outputs in the device, at periodic 
intervals in the polling cycle. 

GEN_RECALL 
0xfd 

This opcode is the equivalent of an "All-data-poll". It is sent when a 
device first comes on-line, and at periodic intervals thereafter, to 
insure that the RTU's database is current. 

GEN_EXECUTE 
0xfe 

This opcode is not used by the Genisys Client. 

Opcodes sent by Remote Devices 

Opcode Definition 

GEN_RACK 
0xf1 

A general-purpose acknowledgement, sent when no indication 
changes are un-reported. 

GEN_RIND 
0xf2 

An acknowledgement with indication data. 

GEN_RCHEKBACK 
0xf3 

This opcode should not be sent by the remote Genisys 
devices. 

GEN_ESC 
0xf0 

While not an opcode per-se, this value is used to encode any 
data value in a message that has a value of 0xf0-0xff.  This is 
done in order that data is not confused with opcodes.  Any 
value in the 

above range is sent as 0xf0, followed by the least-significant 
nibble of the data. (For example, the data byte 0xfa would be 
sent as the 2 bytes: 0xf0, 0x0a). The expansion is done after 
CRC calculation, and the re-compression is done before the 
CRC calculation (for checking).The ESC sequence will be sent 
by either the RTU or the Genisys device whenever it is 
required. 
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Polling Sequence 

When the RTU first starts, it communicates with each device it is configured for. The client 
performs the following Device Initialization steps on each device, finishing with one device 
before proceeding with the next.  

NOTE 

This same procedure is followed when a failed remote device comes back on-line. 

 A GEN_RECALL command is sent, requesting all status input data from the 
device. 

 A GEN_CONTROL command is sent, which initializes all digital outputs on the 
device to their appropriate values. This command also writes the Mode word with 
the "Database Complete" flag set (This allows the Genisys device to begin 
driving active control outputs). 

 If the device responds to the GEN_CONTROL command with a GEN_RIND 
response, the client records the data sent, and sends a GEN_ACK command. (If 
the device responds to the ACK with another RIND, we process the result and 
"remember" that an ACK is pending for the device; but continue on. 

 Once all devices are initialized, we begin our normal polling loop. The polling 
loop proceeds as follows: 

 Before each message is sent, we check for new Control Output changes 
in any device. If an output value has changed, we send the new 
GEN_CONTROL message to the appropriate device or devices. 

 We poll each remote device, in turn.  Normally, the device is polled using 
a GEN_POLL command.  However, if there is an acknowledge pending, 
this is sent instead (an ACK has the same effect as a POLL command 
except that it additionally acknowledges previous data reception). If we 
have not performed a GEN_RECALL command within the previous 5 
minutes, we will send a GEN_RECALL command (all-data-poll) instead. 

 When we have finished polling all devices once, we will send out a 
"control refresh" to one device in the chain. This "Control refresh" 
consists of sending a GEN_CONTROL message with the current values 
of all output points contained in the device. 

 In the event a device does not respond to a command, we will attempt to 
repeat the command three times.  If the device does not respond after 
three attempts, it is marked as failed, and this is reported using the 
associated device Comm Status point. Once a device is failed, it is polled 
only once during the polling cycle; retries are not re-enabled until the 
device has resumed communicating. 

NOTE 
If a control is sent to a failed device, we attempt to send a 
GEN_CONTROL command, with the entire output set of the device. 
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Client Configuration  

There are relatively few configuration parameters for the Genisys client. Individual devices 
have only two configuration parameters; the remote device address and the port the device is 
connected on. 

The device address is the address (in the Genisys protocol) that the device will respond to. 
The port can be any of the standard 6CPP6 ports. 

Most of the device configuration is handled by the device sizing process. The client uses this 
information to determine the total number of points in the device.    

NOTE 
Both Status inputs and Control outputs are in groups of 8 in a Genisys device. If a partial 
bank of controls is configured, unused outputs are written to 0. If a partial Status bank is 

configured, additional inputs are ignored. 

The Genisys client supports point filtering and mapping. The client also generates an 
additional status point, the "Communications Failure" status point, which is set (to 1) if 
communications with the device have failed, and is cleared (to 0) when we are successfully 
communicating with the device. This point is the first available status point for each device; 
the real status points immediately follow it. 
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TPSecurity Tab 

The TPSecurity tab controls whether encryption/authentication and password login is 
required for access the 6CPP6 Test Panel. 

To turn on password protection for the Test Panel, select Yes from the pull-down menu for 
TPProtection field. 

To turn on encryption and/or authentication for the 6CPP6 Test Panel, select either Open (no 
encryption), Encrypt (encrytpion only) or Encrypt + Authen (encryption with authentication) 
from the TPPasswords pull-down menu. 
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User Tab 

The User tab sets the data protocol (DNP_S#1, DNPC, UCA_S#1, etc.) for the EPort in 
question.  Each defined EPort (with IP address), needs a defined protocol.  Choose the 
protocol from the picklist for each port.  

 

 

 

 

 


