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Security and Users Components 

This is the Security and Users Components addendum. This addendum describes the pop-
up window tabs, fields, and ranges of valid parameters for entry in those fields. 

NOTE 
The documentation and/or manuals provided by the servers vendors must be read and 

understood thoroughly prior to configuration. 

Revision Description Date 
A Release to Production January 2003 
B Formatting Update April 2012 
C Minor Revisions September 2015 
D Minor Revisions February 2016 

 

About this Addendum 

Use of this addendum should be for reference purposes only; all parameters to be entered 
should be carefully planned prior to any configuration attempts. Any information about 
aspects of the Security and Users Component operation should be referenced from the 
vendor documentation.  

Introduction to Security and Users Components 
The Security component is responsible for providing the basis to configure the security 
options provided in the 6CPP6 and 6NIA1 Network Interface Adapter board.  Most of the 
security features, like password protection, encryption and authentication are not available 
unless the Security component is configured. 

The Setup Users  tool provides the mechanism for adding, modifying and removing 
usernames and passwords in the 6CPP6.  Username and password combinations can be set 
to control both test panel access (locally and remotely), web server access (if the RTU is 
configured with a Web Server) or other port access like EPorts or Terminal Server Ports.   

For more specific information on configuring the various security features, see the following 
ConfigWiz User Guide Addenda and Components Addenda: 

 Web Server 

 Terminal Server Component 

 EPorts Component  

 NetConfig Component 

Also, for more information on 6CPP6 Test Panel access, refer to the TP-803, 6CPP6 Test 
Panel Instruction Manual, January 2003.  

 

Configuring Security 
The Security component provides the basis for configuring the security features in 
ConfigWiz. 

To configure the Security component, follow the following procedure:  
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1. Select New, then New Component.  Then pick Security from the list, and click 
the Add button.  The Security component is added to the configuration file.   

NOTE:  Because the Security component is neither a Master Station nor a Field 
Device, no icon will appear in ConfigWiz’s Main Screen.     

2. Click on Exit in the Component box. 

3. Select Elements, then in the next menu, Components.  The Security 
component will be listed in the dialog box that appears. The Security component 
will also be displayed under the Components listed in the main ConfigWiz 
window.  

4. The Security component configuration is complete. 

 

Configuring Users 
To configure Users, you must first have configured the Security component. 

1. Select Tools, then Setup Users.  The Setup Users dialog box will appear.  If no 
users have been added to the RTU file, the list will be blank.  If users have been 
added, each username will appear on the left in the order they were added. 

 

 

2. To Add a User, select Add.  The dialog box below will appear. 
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3. Enter a User Name in the field provided.  User names should contain only letters 
and numbers, and are case sensitive.  (JSmith and jsmith are different user 
names).  Picking hard to guess user names enhances security. 

4. Next, select Password.  Enter a password in the Password field provided, then 
re-enter the password in the Repeat Password field.  Select Enter to save the 
password.  If you did not type the same characters (remember case sensitivities) 
you will be prompted to re-enter a password.  If the password was acceptable, 
you will return to the Add User window.   

A Password must be at least 8 characters in length, and contain at least 
one non-alphabetic character.  For example: 

 Abercrombie  Illegal (all alphabetic) 
 Hello1   Illegal (too short) 
 Abercrombie1  Legal, but very weak. 
 S3$J*fwEx   Legal, and very strong 

Passwords can be up to 128 characters long. 

 

 

5. On the right hand side of the Add User box, there are two check boxes.  These 
boxes control what type of access this username/password combination is 
allowed. 

 Test Panel User – Check this box if you want this user to be able to 
access the 6cPP6 Test Panel, or EPorts and Terminal Server ports 
with passwords enabled. 

 Web User – Check this box if you want the user to be able access 
the 6CPP6 Web Page.   

 

NOTE:  The two categories of users exist because web server access provides a 
much lower security requirement then test panel access; however, you can allow 

any user to have either type of access (or both). 

 

NOTE:  Additional configuration is required in the Eport Component and Web 
Server for the security features to be active for test panel and web users 
respectively. Please refer to the Eport and Web Server ConfigWiz Addenda for 

more information. 

 

The Root User 

Adding a user named ‘root’ has some specific properties associated with it.  The root user 
has unique privileges in the ‘netdiag’ command, which is a troubleshooting command built 
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into the 6NIA1 board.  In particular, only the root user is allowed to run the tcpdump utility, 
although there are other operations only root can perform which might be suggested by QEI 
Customer Service to resolve some particular networking or configuration problem. 

You do not need to add a root user, and in fact, QEI recommends that in general, you do not 
add one.  However, when first deploying an RTU in your station environment it may be useful 
to add one to temporarily enable advanced diagnostic capabilities provided.  Refer to the 
6NIA1 User’s Guide (UG-1040) for more information on the tcpdump command. 


