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Web Server 

This is the Web Server addendum. This addendum describes the pop-up window tabs, fields, 
and ranges of valid parameters for entry in those fields. 

NOTE 
The documentation and/or manuals provided by the vendors must be read and understood 

thoroughly prior to configuration. 

 

Revision Description Date 
A Release to Production August 2000 
B Updated with screen shots December 2005 
C Formatting Update April 2012 
D Formatting Update January 2016 

 

About this Addendum 

Use of this addendum should be for reference purposes only; all parameters to be entered 
should be carefully planned prior to any configuration attempts. Any information about 
aspects of the Web Server operation should be referenced from the vendor documentation.  

NOTE 
Some parameters may vary from the displays in the illustrations that follow. This is because 

the “Template.mdb” file currently used by your system may be different. 

 

Introduction to Web Server 
The Web Server is designed for use on any RTU that contains a 6NIA1 Network Interface 
Adapter.  The Web Server allows real-time data from the RTU to be viewed with a standard 
Web browser, such as Internet Explorer.  Displayed data can include all points in the RTU, or 
any selection of points.  However, no output controls or setpoints are permitted through this 
interface; only input data (analog, status and accumulators) can be viewed. 

Once the server has been configured and the RTU has been downloaded, the Web page 
data can be then viewed over the Ethernet using Internet Explorer.  To view the web page, 
start Explorer, and in the location field enter: 

 http:// <IP address of RTU> 

For example, if the RTU has an address of 192.168.0.30, enter: 

 http://192.168.0.30 

If your network and RTU are configured correctly, you will see an introductory page with two 
links.  The Master Station Data link will bring you to a page displaying scaled and labeled 
RTU points, the ‘View Raw Data’ selection will show the points in un-scaled form (similar to 
point values viewed from the test panel).  The ‘View Raw Data’ page is intended primarily for 
diagnostic purposes; the ‘Master Station Data’ page, when properly configured, will provide a 
display which is much more understandable, with user-defined point names and values in 
engineering units, etc. 

http://192.168.0.30/
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If you want to skip past the opening page, (for example, you may create a local web page 
with links to several different RTUs, and want to go directly to the data page), use the url: 

 http://<IP Address>/Master.htm 

to view the ‘Master Data’ page, directly,  or 

 http://<IP Address>/Raw.htm 

to view the raw data. 

NOTE: Several security options may change the page access procedure slightly; if you are 
using Secure Sockets (SSL), you must enter “https” instead of “http”, and you may see a 
series of certificate-related dialog boxes.  If you have enabled Web passwords, you will be 
prompted to enter a valid username and password before proceeding.  Refer to the Security 

and Users Component Addendum in this manual for more information. 

 

The web page provides event-driven continuous data updates as long as you keep this 
window open on your browser.  It accomplishes this by leaving the page ‘open’, and sending 
new data to your browser whenever the input point data changes.  For this reason, your 
browser’s ‘progress meter’ will remain in the “downloading page” state; this is normal. 

The RTU can provide these pages simultaneously to multiple users. 

The Web Server is intended to augment the capabilities of the RTU by allowing the user to 
connect to the RTU, and easily be able to review the status of the corresponding points.  It is 
NOT designed as a replacement for a master station, and should not be used as such.  The 
nature of web based protocols make this connection inherently less reliable than a true 
SCADA protocol. 

If the Web Server is not installed in the RTU, the RTU TCP ports associated with web 
services will be closed; attempting to access the RTU through a browser will simply time out. 

 

Configuring Web Server 
The Web Server is installed like any other server; select New, then Master Station and pick 
Web from the list of choices.  For more information on configuring master stations, refer to 
the Adding Components section in the main ConfigWiz User’s guide. 

The data to be displayed on the web page is selected by use of the Mapping function in 
ConfigWiz.  Only those points that have been mapped will be displayed.  This functionality is 
the same as mapping points to any other server in ConfigWiz.  Refer to the Configuring 
Master Stations section in the main ConfigWiz User’s Guide. 

The Web Server provides a number of configurable parameters that affect the display and 
operation of the web page shown on your browser.  
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The Web Server Setup Tabs – Colors, General, Text and Security 
 

These four tabs provide the interface for how the web page looks in the browser and what 
security features are employed. 
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Colors Tab 

 
 
 

The Colors Tab provides fields that allow you to specify colors used in a variety of different 
places on the web page.  Each field is a ‘color scheme’, which is simply a pair of colors, 
stated as: 

 <foreground> on <background> 

For example, ‘white on black’ would specify white text, against a black background.  
Alternatively, you can specify a single color here, for example, ‘blue’.  If a single color is 
selected, this is the foreground color and the background defaults to black. 

Colors can be described in two ways: 

1. Their ‘Common’ Name 

Most browsers understand a wide variety of colors by name.  These include 
common colors such as ‘red’, ‘black’, ‘blue’ as well as more exotic name such as 
‘blanchedalmond’ or ‘palegoldenrod’.  In addition, there is the color ‘transparent’ 
which means that the color should be the same as what it is on top of.  Consult 
your web browser documentation or a source on the web for a list of color names 
supported by your browser. 

2. Their ‘Hex-Color’ Representation 

All displayable colors (except transparent) can be defined by what is known as 
“hex color representation”.  A hex color is of the form: 

#RRGGBB, where RR, GG and BB is the intensity (in 8-bit hex format) of the red, 
green and blue components of the color.  For example, 

 #000000 (black) 

 #ffffff (white) 

 #18ded3  (Red=18, Green=de, Blue=d3) 
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You can mix color names and hex colors within a single color scheme. 

The best source for browser color information can be found online. 

NOTE:  The RTU and Web server have no notion of what these colors represent; the colors 
are passed as-is to your web browser, and it is your web browser that determines how to 
display them.  Therefore any color your browser understands can be used here. 

NOTE:  DO NOT use ‘transparent’ as a foreground color, unless you are deliberately trying to 
hide what’s being displayed.  Also, if your background color is ‘transparent’ make sure your 

foreground color is a different shade than your page background color.  

 

Colors Tab Fields 

Page Color 

Sets the color scheme for the basic text on the page (including the title and point names). 

AnaNormColor 

Sets the color scheme for analog values when in the normal range.  The normal range is 
defined as LoAlarm Value < value <  HiAlarm Value. 

AnaHiAlarmColor 

Sets the scheme for analogs in the Hi Alarm range. 

AnaLoAlrmColor 

Sets the scheme for analogs in the Lo Alarm range. 

StatNormalColor 

Sets the scheme for status points in the normal state. 

StatAlarmColor 

Sets the color scheme for status point sin the alarm state, as defined by the AlarmState value 
for the status point. 

AccColor 

Sets the color scheme for the accumulator points. 

FailColor 

Sets the color for points of all types that are off-line.  In addition, the value of these points is 
displayed as ‘FAILED’. 

General Tab 

This tab control several aspects of how the web page is displayed. 
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Title 

This field lest you enter a title for the web page.  Ideally, this title will be descriptive of the 
station name or location, i.e. “7th Ave. Distribution Ctr.” 

Refresh 

This field allows you to specify a time (in minutes) after which the web server will cause your 
browser to completely reload the page, thereby starting over again.  When the page is 
reloaded, it will return to the position that the old page was scrolled to. 

This is not a data update rate.  While the page is being viewed, all data changes are 
immediately sent to your web browser and will be immediately displayed.  The default value 
of 5 mins. should be appropriate for nearly any situation. 

 

ShowBorders 

If set to Yes, data will be displayed in a ‘table’ format, with each data item in its own ‘cell’.  If 
set to No, the table borders will not be drawn; data labels and point values will be displayed 
as normal text. 

 

ShowHeaders 

If Yes, each section of data will be labeled at the top with it’s type (Status, Analogs and 
Accumulators).  If No, these headers are omitted. 

 

PointOrder 

This selection allows you to specify whether to display the Status points first, or analog points 
first.  Accumulators, if any, are always reported third.  Make this selection based on which 
data type is more critical. 
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AnaCols, StatCols and AccCols 

These tabs select the number of columns (across the page) for displaying analog, status and 
accumulator data.  If you have long, descriptive point names, you would want this number to 
be relatively small.   

 

AnaPrecision and AccPrecision 

These tabs set the display for the number of digits to display after the decimal point for 
analog and accumulator values.  For example, if ‘2’ is chosen, a value might be displayed as 
‘243.15’; if 4 was chosen, the same value may display as ‘243.1527’. 

 

 

 

 

 

 

 

 

 

 

Text Tab 

The Text tab provides 5 lines for you to enter any text you would like to appear on the main 
web page.  You could choose to put any text in you like, with the only limit being what your 
browser setup can handle. 
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Security Tab 

The Security tab provides two fields to provide encryption and authentication on the port and 
to enable password protection.   

 

Web Access 

This field allows you to select the level of port security employed.  Valid choices are Open, 
Encrypt, Crypt + Auth and Disabled. 
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 Open – no security provided, anyone with a web browser who has access to the 
network can view web pages. 

 Encrypt – Web page access is encrypted.  The Web page must be accessed by 
using secure sockets (SSL). Use ‘https’ in the URL. 

 Crypt + Auth – Web page access is encrypted and requires authentication using 
a client side certificate. 

 Disable – Web page access is disabled, even if a web server is installed.  

 

Web Passwords 

If this field is set to Yes, a username and password are required for web page access.  Upon 
the first attempt to connect, a password dialog box will appear and prompt to enter a valid 
username and password.   

Usernames and passwords are set in the Users Component. 

Using passwords is separate from using encryption; you can use either one, both or neither. 

 

The Accumulator Tabs – AccNames and AccScale 

AccNames 

This tab provides one entry for each accumulator point.  You should enter a descriptive name 
for the point, such as ‘Phase A KWh’ or ‘Reclose Count’.  This name will be displayed next to 
the accumulator value for this point.  Any points for which no name is specified are labeled 
‘Acc<n>’, where <n> is the point number. 
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AccScale 

This tab provided a field for each point to enter a scale factor.  The scale factor is multiplied 
by the raw accumulator count to generate the actual value.  For example, if you have an 
accumulator where one tick represents 0.1 KWh, you would enter ‘0.1’ in this field, and the 
data would be displayed in KWh units.  For accumulators that count events (such as a 
reclose count), a value of 1 should be used. 

 

 

The Analog Tabs  

AnaFullScale, AnaHiAlarm, AnaLoAlarm and AnaNames 

AnaFullScale 

This tab provides an entry for each analog point, which represents the full scale values for 
this analog input, in engineering units.   
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AnaHiAlarm 

This tab provides one value per analog point, that is the High Alarm value for that point.  If the 
scaled value of the point is greater than or equal to this value, the point data will be displayed 
in the color scheme chosen for the Analog High Alarms.  The High Alarm value is specified in 
engineering units.  For example, if a feeder is nominally running at 13 KV (and the 
AnaFullScale is chosen to represent KV), you might choose an AnaHiAlarm value 13.65 (5% 
over nominal). 

 

AnaLoAlarm 

Analog Low Alarms are identical to the High Alarms, except that: 

1. The low alarm state is set if the value is LOWER than or equal to the specified value; 

2. The display color scheme used is the AnaLoAlrm color scheme. 

In the same example above, you might enter a value of 12.35 (5% below normal). 
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AnaNames 

In this tab, you can specify a human readable name for each analog point, such as ‘Phase B 
Amps’ or ‘Feeder 2 KV’.  Any points for which no name is specified are labeled ‘Ana<n>’, 
where <n> is the point number. 

 

 

The Status Tabs  

Stat0Label, Stat1Label, StatAlrm and StatNames 

Stat0Label 

This tab provides a label for each status point, to be used in the DATA display (not the point 
name) when the value of the status point is 0.   
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For example, with a breaker, the ‘0’ state might indicate the breaker is tripped.  In this case 
you could enter ‘TRIPPED’ for this field.  This label applies to the raw point value of the status 
point, regardless of the Alarm State. 

If nothing is specified, a ‘0’ will be displayed. 

 

Stat1Label 

Identical to Stat0Label, but provides text to display when the point value is ‘1’.   

If nothing is specified, a ‘1’ will be displayed. 
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StatAlrm 

This field allows you to specify a particular state of a status input as an alarm state.  When 
the input point is in this state, its value will be displayed using the StatAlrm color scheme, 
otherwise it will be displayed in the StatNormal color scheme. 

 

Choices are 0 (status alarm when in the 0 state), 1 (status alarm when in the 1 state) and 
None (never alarm, and the StatNormal color is always used). 

StatName 

In this tab, you can specify a human readable name for each Status Point.  
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