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1 Introduction 

The QEI TCP/IP Redirector enables standard QSCADA software to communicate to remote 
devices using TCP/IP. 

A routing table is created using the PlusEditors Network->IP Net Map editor which specifies 
the remote IP addresses or names of the network devices. 

Connections can be configured to be UDP or TCP.  The software maintains TCP connections 
to all devices in the mapping table which are configured for TCP mode.  In addition, the 
software can be configured to listen for incoming TCP connection requests from remote 
devices.  Broadcasts are sent as multiple individual packets to all mapped devices.  Entire 
communication lines attached to a single TCP/IP terminal server port can be defined.  These 
communication lines can be configured for redundant connections as well. 

At present the DNP, QUICS, LGYR and MODBUS protocols are supported.  The software 
listens on port 20000 for DNP connection requests, on port 20001 for QUICS connection 
requests, on port 20002 for LGYR connection requests and on port 502 for MODBUS 
connection requests. 

In addition, the user can define devices on specific TCP/IP ports (specified in the Protocol 
entry) using a connection device in the IP Net Map editor.  These entries should contain 0 for 
the RTU number.  The software will also listen on these user-defined ports for incoming 
connections.  These devices are designed for entire communication lines on a network-based 
terminal server. 

In addition, the user can specify listening connections for specific TCP ports.  These 
connections can specify specific TCP/IP addresses or can be configured to accept 
connection from any TCP/IP address. 

Up to 5376 connections can be entered in the IP Net Map editor. 

The maximum number of TCP connections is limited by the hardware – it is in the region of 
100 – 200 connections.  This number can be increased to some extent by system tuning i.e. 
modifying quotas. 

This manual is organized in the following sections: 

 Section 2 Installation 

 Section 3 Configuration 

 Section 4 Operation and Functionality Notes 

NOTE:  Please read the entire manual prior to attempting any installation and 
configuration. 
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2 Database Configuration 

There are only two steps required to configure a communication line to be IP enabled.  The 
first is to set the communication device and the second is to define an IP mapping entry for 
each IP enabled RTU’s on the communication line or for the entire communication line. 

2.1 Device Definitions 

For each communication line it is possible to device a primary and alternate TCP/IP device.  
This is done using the PlusEditors System->Comm Lines editor.  Entries can be set for up to 
the maximum of 64 communication lines. 

Entries should be place in the Device column in the appropriate row. 

 

After these changes are made, the communication line must be rebuilt. 
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2.2 IP Net Map Editor 

At this point, the database is ready to be configured to map devices to IP addresses.  Via the 
IP Net Map editor, each RTU on each IP enabled communication line is mapped to a remote 
IP address or the entire communication line can be mapped to a remote IP address and port.  
The IP transport protocol to be used and the communication protocol of the communication 
line are also specified for each RTU.  For entire communication lines attached to a single 
terminal server port, use an RTU address of 0 and specify the TCP/IP port number in the 
protocol field.  Table 3.2 shows the valid entries for these fields and Figure 3.2 is the IPNMAP 
editor with some valid entries for an example of what an actual entry might look like. 

 

Field Attribute Valid Range 

Device Number 0 – 99 

RTU Number 0 – 65535 * 

Address Any valid IP address or host name 

Transport TCP, UDP, BRC, or STM 
(outbound). LNT or LNU (listening) 

Port DNP, QUICS, MODBUS, LGYR, 
DNPALT, or Port # 

Protocol SCADA protocol – only required 
for ports not using pre-defined port 
names (above) – choices are 
Q(UICS), D(NP), M(ODBUS), or 
L(GYR). 

  Table 3.2 IP Net Map Fields and Valid Ranges 

NOTE: The RTU Address is dependent on which protocol is assigned.  QUICS can 
only handle a maximum address of 127.  DNP can handle a maximum address of 
4096.  Use RTU Address of 0 for entire communication line on a single TCP/IP 
address and port.  

NOTE: STM and BRC transports use TCP as the base transport.  STM is for those 
applications that require the data be returned to the application prior to the request 
for the data (AYDIN). 
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Figure 3.3 IP Net Map editor (PlusEditors) 
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2.3 Scan Tasks versus IP Net Map Protocol Entries 

Each Port/Protocol Entry has an associated Scan Task (and Scan Task Configuration 
Manual) 

The scan tasks associated with the protocols are: 

  

Scan Task Name Port Protocol 

QUICS QUICS Q 

DNP DNP D 

MODBUS MODBUS M 

Landis&Gyr LGYR L 

Any Port Number Q, D, M, L or <none> 
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3 Operation and Functionality 

3.1 Architecture Notes 

A basic idea of the structure and mechanism is given to provide some insight as to how the 
Scantasks operate over IP. 

TCP connections can be initiated either by the server or the RTU.  The software will 
continually try to connect to all unconnected RTU’s in the Mapping Table.  If the software 
receives a connection from an RTU, the software will mark that RTU as connected and close 
any other existing connections to that RTU. 

Each SCADA protocol has a pre-defined well known port address for accepting TCP 
connections and for all UDP data communications.  DNP has a port number of 20000, which 
has been registered with IANA (Internet Assigned Numbers Authority) and the DNP3 User’s 
Group.  For QUICS, the assigned port is 20001. 

The software supports look-up of host names to TCP/IP addresses.  The user entry in IP Net 
Map will contain a fully-qualified host name (including domain name).  The software will 
periodically re-resolve the host name to TCP/IP address.  This functionality supports local 
host names and DNS resolution. 

3.2 Transport Layer 

The IP Network Interface supports both UDP and TCP communications.  Below are some 
comments to keep in mind: 

 UDP should not be used over a mesh topology WAN because of the 
possibility of receiving out-of-order or duplicate packets. 

 UDP can be used on high-reliability single-segment LAN’s and on high 
reliability non-mesh WAN’s   

 UDP is more economical than TCP over a pay-per-byte connection such as 
CDPD (Cellular Digital Packet Data) network. 

 TCP should be used over a mesh topology WAN. 

3.3 Application Layer 

The application layer (scantask) is responsible for determining the online status of each RTU, 
utilizing standard available procedures within the particular SCADA protocol.  The scantasks 
will not rely on the connection status of the transport layer to determine online status of the 
RTU. 

3.4 Broadcast / Multicast Messages 

SCADA protocol broadcasts are sent as multiple individual IP packets to all mapped RTU’s 
on the commline. 
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3.5 DNP3 Time Synchronization 

Due to variable delays in an IP network, RTU’s should not rely on the server for time 
synchronization.  An external time source such as GPS should be used. 

3.6 Unsolicited Response Mode 

When operating over IP there is no need for the server to control channel access via polling. 
If supported by the SCADA protocol, it would be more efficient for the RTU to send 
unsolicited data to the server, with the occasional full data poll by the server to ensure 
database synchronization.  DNP3 supports unsolicited responses. 

3.7 Security 

The QSCADA IP Network Interface accepts TCP connections and receives UDP data grams 
from hosts that are defined in the Mapping Table.  

RTU’s should be configured to accept connections from (or attempt to connect to) either of 
two IP addresses in a dual system and only one IP address in a single computer system. 

3.8 Incoming Connections 

The QSCADA IP Network Interface accepts incoming connections that are defined in the 
Mapping Table.  

The user should configure acceptable inbound connections using the LNT (TCP transport) or 
LNU (UDP transport) keywords in the Transport field.  For restrictions to a specific TCP/IP 
address, enter it in the Address field.  To accept connections from any TCP/IP address, leave 
the Address field blank. 

Once an incoming connection is established, any new connection from the same remote 
address will be rejected. 
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QEI provides a wide variety of Automation Products and 
services to the Electric Utility Industry. QEI's customers are a 
mixture of major utilities, government and military agencies as 
well as global Electrical Transmission and Distribution OEM's. 
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