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1 INTRODUCTION 

This Document describes the QSCADA Q-NET networking package that allows two or more 
QSCADA installations to exchange data.  Q-NET is a client/server product that operates over 
network protocol. 

In addition to the network server, the Q-NET product contains a family of RTU protocol 
servers. These can be used to service data links to other systems using RTU protocols. The 
purpose of this is to make the QSCADA server appear to other systems as if it were a 
number of multi-dropped RTUs (which is convenient if you don’t want to write client software 
for the other system).  Descriptions of the servers implemented for various RTU protocols are 
contained in the following document: 

  QN-3001 Q-NET RTU Protocol Servers 
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2 Q-NET DATA EXCHANGE 

The Q-NET package provides the facility for linking two more QSCADA servers together in a 
loosely coupled network.  This provides the ability for: 

 Each server to poll another server for specific data 

 The operator at one server to issue control commands (including setpoints) to field 
devices connected to another server. 

2.1 CLIENT/SERVER 
The Q-NET package consists of both client and server software. 

The client software polls other members on the network for point data and forwards control 
requests from operators and application programs. 

The server software responds to client requests by returning the requested data and 
executing (if possible) the requested controls. 

Any member of the Q-NET network can act as either a client or a server or both.  The 
relationship between any pair of members may be fully bi-directional.  That is, both members 
may act as both client and server to each other.  Furthermore, any member may act as a 
server to multiple clients, and at the same time act as a client with multiple servers.  
Establishment of the connections is the responsibility of the client software. 

The client and server software consists of two separate programs.  Every member of the 
network runs a separate copy of the server program for each (client) member that wants data 
from it.  Similarly, every member of the network also runs a separate copy of the client 
program for each (server) member that is wants data from.  In a bi-directional link between 
two partners, this means that each partner runs both a client program and server program 
connected to the other partner. 

 

2.2 VIRTUAL RTUS 
By defining groups of points called Virtual RTUs, the system manager (a human being) on 
each server system defines which points in his database are accessible for polling and 
control by other member systems on the network 

The virtual RTUs are defined using a Virtual RTU editor.  A Virtual RTU is a group of analog 
status, accumulator and control points.  The Virtual RTU is described in detail in chapter 3, 
“Database Editing at the Server”. 

The system manager controls which clients can access which datasets by means of a 
Datalink editor.  Each page of this editor defines the access of one client.  The Datalink Editor 
is described in detail in chapter 3, “Database Editing at the Server”. 

From each server, a client may access a maximum of 64 datasets. 
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2.3 CLIENT PROGRAM 
The Q-NET client program is modelled on the QSCADA Scan Task program, which is the 
lowest level data acquisition unit. 

On a QSCADA server a separate copy of the scan task is configured to run for each Q-NET 
member from which data is required.  In other words, each Q-NET Scan Task process 
communicates with only one server. 

The function of the scan task is to retrieve point data from its designated server, and to copy 
the data into corresponding points in the client’s own database.  The Q-NET scan task 
retrieves point data by polling. 

The Q-NET network protocol used by the client program includes the following request 
codes: 

 Poll for all status points 

 Poll for all status exceptions 

 Poll for all analog points 

 Poll for analog exceptions 

 Device control command 

 Setpoint command 

At the server installation, the mapping of points in the server’s database to the poll requests 
from the client is defined in terms of datasets.  At the client, these datasets are represented 
as virtual RTUs on a Q-NET communication line (as defined via the Station editor). 

On startup of a QSCADA network member, each Q-NET scan task at the new member 
initiates a startup of the server at the corresponding server system.  The scan task then 
issues polls to the server for all defined RTUs (i.e. Datasets) in a round-robin order. 

Normally, the scan task issues exception polls.  However, periodically and at start up the 
scan task will issue an all data poll.  The scan task polls for status and analog data 
separately. 

Any control or setpoint commands, generated either by the operators or applications 
programs, are transmitted from client to server immediately following the current poll in 
progress. 
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2.3.1 Quality Codes 

The displayed quality (condition) of a client point that receives data from a server is governed 
by the usual rules in QSCADA as displayed in Table 2-1. 

   Table 2-1  Quality Code Characters 

Character Description 

BLANK The point is being updated normally. 

M The point is manually set at the client. 

0 The point is calculated from manually set data, which in 
this context means the point is manually set at the server. 

F The link to the server is down, or the point is telemetry 
failed at the server itself. 

I The point is interlocked, which in this context means the 
point is tagged at the server. 

When the Q-NET server reports a control inhibit “tag” quality code, the client program stores 
this in the form of the QSCADA “interlock” status.  This constitutes a “calculated” control 
inhibit tag, i.e. all controls are inhibited but there is no tag number and the tag is not included 
in tag reports.  Interlocked points are identified by an “I” code displayed in the same place 
where the usual “T” for tag is displayed. 

NOTE:  The scan task does not place an interlock on the client point if the point already 
has one or more tags (even if the tag is just an information tag). 

On failover of the client system, all the interlocks are first cleared and then re-established 
when the client program (scan task) on the alternate client computer reconnects to the 
server. 

When the client-server link fails, but not because of a client failover, the client program just 
leaves the interlocks the way they are (in the hope that the disruption of the link is of short 
duration).  If the link failure turns out to be long-term, the interlocks can be manually cleared 
either: 

 individually, by simply adding and removing a tag 

 as a group, by initiating a failover or reset 
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2.4 SERVER PROGRAM 
When the Q-NET network server is started up (on a connection attempt from a Q-NET client), 
the server first validates the connection request by looking up the name of the client in the 
Datalink editor.  If found, the server then checks that the link is enabled.  If the link is 
disabled, the server program refused to honor the connection and just exits. 

If the link is enabled, the function of the server program, after handling the connection 
formalities, is to: 

 reply to poll requests 

 service control requests 

On a poll request, the server uses the RTU mapping information in the Datalink file to map 
the RTU number in the request to a dataset number.  It then formats current values of data 
points specified in the dataset and transmits them back to the client.  For each point 
transmitted, the server includes the point’s value, its position in the dataset, and its quality 
code. 

2.4.1 Status Changing Buffering 

For each status point, the QSCADA telemetry system maintains a 3-bit status change 
counter.  When status change buffering is enabled, the Q-NET server uses these status 
change counters to transmit to the client all the status changes observed at the server since 
the last poll by the client.  Up to 7 changes can be buffered by this mechanism. 

Status change buffering may be enabled on a per point basis by setting a flag for the point on 
the Virtual RTU.  See the Virtual RTU Editor section of chapter 3, “Database Editing at the 
Server”. 

2.4.2 Controls 

On a control request, as in the case of a poll request, the server uses the RTU mapping 
information in the Q-NET file to map the RTU number in the request to a Virtual RTU number. 
 The control number in the request is then used as an index into the control section of the 
Virtual RTU. 

If the corresponding point in the control section of the Virtual RTU is controllable, then the 
server program initiates the specified control to that point.  Check-back results are relayed 
back to the client.  The resulting status change, if there is one, is returned to the client on a 
subsequent poll. 

The server program does not itself communicate with the target RTU.  It forwards the control 
request to the scan task responsible for the communication line and RTU specified by the 
control point’s control address (as defined via the point editor). 

If the corresponding point in the control section of the Virtual RTU is not controllable, then the 
server simply updates the value in the server’s database and returns successful check-back 
indications.  The resulting status change is returned to the client on a subsequent poll, and to 
the client, the operation has the behavior of a real control. 
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In a two-step Q-NET control procedure (select-before-operate), the server issues a select 
check-back reply in response to the select request after making sure the requested point 
exists.  When the operate request is received, the server forwards the control request to the 
appropriate scan task, and then returns to the client an operate check-back based on the 
results received from the scan task.  Again, the resulting status change is returned to the 
client on a subsequent poll. 

At the client, the control is logged in the same way as a local control.  If it was initiated by an 
operator, the event message identifies the operator (nodename::username) as the source of 
the request.  If it was initiated from an application program, the event message contains the 
name of the program. 

At the server, the event message logged for the control identifies the server program as the 
source of the control request (e.g. QNETSVxx, where “xx” is the data link number). 

A tag at the server, whether the point is controllable or not, is respected when the client 
attempts a control.  Note that by means of the Virtual RTU editor, the system manager at the 
server installation has the option of disabling control by a client without having to place a tag 
(see the Virtual RTU Editor section of chapter 3, “Database Editing at the Server”). 

2.4.3 Select-Before Operate 

The Q-NET server program supports both select-before-operate and direct controls.  The 
user at the client can choose which type of control he wishes, on a per control point basis, by 
setting a parameter in the control address.  The user at the server can specify, also on a per 
point basis, whether select-before-operate is mandatory (i.e. Direct controls not allowed) via 
the Virtual RTU editor. 

The network-based Q-NET select aperture (maximum time delay between select and 
operate) is 2 seconds.  The select apertures for the RTU protocol servers are defined in the 
QN-3001 manual. 

2.4.4 Control Error Indications 

The following is a list of the error messages output by the client in response to check-back 
error indications from the server: 

NO DATASET AT SERVER 

The RTU part of the control address on the client point does not map to any dataset at the 
server. 

 
 
CONTROL DENIED AT SERVER 

The control was denied by the server because the “C” flag for this dataset for this client is set 
to “” (on the Virtual RTU editor). 

 

NO POINT AT SERVER 

The control address on the client’s point points to a location in the dataset at the server 
where the point name is blank (i.e. There is not point). 
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INVALID CONTROL TYPE 

The control point at the client is of a different type than the corresponding one at the server.  
For example, a digital control at the client that is mapped to a setpoint at the server would 
produce this error message. 

 

POINT SELECT ERROR 

The client issued a direct control request to a point that is defined at the server as having 
SBO mandatory.  This could happen even if the client did send a select first, but did not send 
the operate within 2 seconds. 

 

DEVICE TAGGED AT SERVER 

A control inhibit tag exists at the server.  Normally such a tag propagates back to the client 
telemetry/control point in the form of an interlock, and the control would have been rejected 
directly at the client.  However, if the client point has an information tag on it, the interlock is 
not applied. 

Another situation where a tag at the server would not propagate back as an interlock is the 
case where the control point is separate from the telemetry point, at either the client or the 
server.  This is because the tag quality code is returned to the client on telemetry points only. 

 

POINT MANUALLY SET AT SERVER 

A control was issued to a point that maps at the server to a pseudo point that is manually set. 

 

DEVICE SELECTED 

The control point is already selected for control at the server (most likely by an operator at 
the server). 

 

DEVICE NOT OPEN CONTROLLABLE 

An open control was issued to a control point at the server that has a close control address 
but no open control address. 

 

DEVICE NOT CLOSE CONTROLLABLE 

A close control was issued to a control point at the server that has an open control address 
but no close control address. 
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VALUE EXCEEDS LIMIT 

The value of the setpoint that was issued violates the limits of the corresponding setpoint at 
the server. 

 

COMMUNICATION LINE UNDEFINED 

A control was issued for a digital control point that maps at the server to a control point with 
an undefined communication line in its control address. 

 

RTU UNDEFINED 

A control was issued for a digital control point that maps at the server to a control point with 
an undefined RTU in its control address. 

 

DEVICE TELEMETRY FAILED 

A control was issued for a digital control point that maps at the server to a control point that is 
telemetry failed. 

 

DEVICE MANUALLY SET 

A control was issued for a digital control point that maps at the server to a control point that is 
manually set. 

 

CHECKBACK FAILURE 

A check-back failure occurred at the server.  That is, the scan task at the server received a 
bad check-back (or none at all) from the RTU. 

 

The following are messages generated directly by the client: 

DEVICE INTERLOCKED 

The control is interlocked at the client because it is tagged at the server.  In this case, the 
request was not issued to the server. 

STATUS CHANGE TIMEOUT 

The expected status change did not occur within the device response timeout defined at the 
client. 
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3 DATABASE EDITING AT THE SERVER 

3.1 VIRTUAL RTU EDITOR 
A virtual RTU is a group of points from which datasets may be created.  A dataset is a subset 
of points that may be transmitted on a single poll or using a common set of transmission 
parameters. 

Each QSCADA virtual RTU contains sections for each of four types of points: 

Status 
Analog 
Accumulator 
Control 

Each of these sections can contain up to 256 points (for a total of 1024 points in the virtual 
RTU). 

The format of the Virtual RTU editor (for status points) is shown in Figure 2.3-1. 

To advance through the virtual RTUs, the user can use the FORWARD/BACKWARD buttons, 
or enter the desired virtual RTU number in the GOTO field. 

For each point in the virtual RTU, the user specifies the following: 

POINT NAME 

 This is the point name in the QSCADA database. 

ABCD FLAGS 

 These are four flags each of which has a value of either 1 (True) or 0 (False). 

 The meaning of these flags depends on the data exchange protocol. 

For Q-NET, they have the following meanings: 

 A – not used 

 B – Status Change Buffering Enabled 

If true, the server will buffer up to seven status changes between reports.  If false, the 
server just sends the current status.  For the status section of the dataset only. 

 C – Select-Before-Operate Required 

If true, the client must perform a Select before an Operate on a control request.  If false, 
the client has the option of using a direct control.  For the control section of the dataset 
only. 

 D – Not used 

XYZ Parameters 
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For the RTU protocol servers, see the QN-3001 manual. 

The Ranges of these parameters are as follows: 

 X: 0-255 

 Y: 0-255 

 Z: 0—15 

The meaning of the parameters depends on the data exchange protocol.  For Q-NET, 
these fields have the following meanings: 

 X – Not used 

 Y – Not used 

 Z – Transmitted data format 

This field specifies to the server what data format to use when sending the point’s value 
back to the client. 

- 0 = DEC floating point 

- 1 = IEEE floating point 

For the RTU protocol servers, see the QN-3001 manual. 
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Figure 3-1. Virtual RTU Editor (Status Section) 

 

 

 

3.2 CLIENT MAPPING EDITOR 
The format of the Datalink Editor is shown in Figure 3.2.  Each page of this editor defines a 
link to one client.  The editor fields are described below. 

DESCRIPTION 

This is just a text description of the link. 

 

BILATERAL TABLE ID 
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This is the version number of the Bilateral Agreement.  For ICCP only. 

 

PROTOCOL 

This is the name of the protocol. 

For a Q-NET link, this should be entered as “QNET”. 

For links using RTU protocols, see the QN-3001 manual. 

For each link, a server process runs on the host computer under the name xxxxSVyy, where 
“xxxx” is the protocol name and “yy” is the link number (eg. QNETSV02 for a server operating 
the Qnet protocol on link #2). 

 

CLIENT NAME 

This is the node name of the client.  Required for Q-NET.  Optional for links using RTU 
protocols. 

 

COMMUNICATION PORT 

This is the communication port name (e.g. LTA12).  For RTU protocol servers only. 

 

BAUD RATE 

This is the desired baud rate for the communication port.  For RTU protocol servers only. 

If non-zero, the RTU protocol server sets the baud rate of the communication port to this 
value, and sets the following attributes for the communication port: 

 /EIGHTBIT/NOTTSYNC/TYPEAHEAD/PASTHRU 

 

MAX DATA RATE 

This is the maximum data throughput (PDU bits) that will be allowed by the server, expressed 
in Kbits per second.  For ICCP only. 

 

MAX BUFFER SIZE  

This is the maximum size of user data packet (in bytes) that the server will use to send data 
back to the client.  In ICCP, this is the maximum PDU size. 
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LINKS STATISTICS>DATA RATE  

This is the name of an analog point whose value will represent the actual data throughput in 
bits per second.  This value is updated by the server every 15 seconds and is based on 
activity of the last 15 seconds. 

 

LINK STATISTICS>AVG DATA RATE 

This is the name of an analog point whose value will represent the average data throughput 
in bits per second.  This value is updated by the server every minute and is based on the 
activity of the last 15 minutes. 

 

LINK STATUS  

This is the name of a status point whose state will represent the status of the link 
(connect/disconnect). 

 

RTU MAPPING  

This table is used to assign a virtual RTU number to each of up to 64 physical RTU numbers 
that may be polled for on this link.  The table entries are as follows: 

RTU This is a physical RTU number.  These are the RTU numbers polled for by non-
ICCP clients. 

  For ICCP, these should be left blank. 

VRTU This is the virtual RTU number assigned to the physical RTU specified in the 
“RTU” column. 

S This is the Secure Authentication flag (DNP server only).  A value of “S” in this 
field enables Secure Authentication for this RTU in the outstation.  

A This is the Secure Authentication Aggressive Mode flag (DNP server only).  A 
value of “A” in this field enables the Aggressive Mode of V2 Secure 
Authentication for this RTU in the outstation.  

D This is the Disable Secure Authentication Logging flag (DNP server only).  A 
value of “D” in this field disables Secure Authentication Logging by the DNP 
server in the Operator Message log.  

H This is the Secure Authentication HMAC-256 Algorithm flag (DNP server only).  A 
value of “H” in this field enables the HMAC-256 algorithm.  A blank field forces 
the outstation to use the HMAC-1 algorithm.  
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M This is a Modifiable flag.  A value of “M” in this field specifies that requests to 
modify values in the analog, status and accumulator sections of the 
corresponding virtual RTU are to be honored via this link.  This allows the system 
manager to permit Modify access to some virtual RTUs for certain clients but 
disallow Modify access to the same virtual RTUs for other clients.  Access is 
disallowed by leaving this flag blank. 

 Note that any attempt to modify a value in a virtual RTU is also controlled by the 
point’s individual Modifiable flag (the “A” in the ABCD flags on the Virtual RTU 
editor), but this applies to ALL clients. 

C This is a Controllable flag.  A value of “C” in this field specifies that control 
requests are to be honored on the corresponding virtual RTU via this link.  This 
allows the system manager to permit control access to some virtual RTUs for 
certain clients but disallow control access to the same virtual RTUs for other 
clients. 

  

 

FIGURE 3-2 CLIENT MAPPING EDITOR (Qlink) 
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The three control options are used as follows: 

START LINK  

By selecting this button, the system manager starts the server.  If the link is already started, 
this button is not enabled. 

Whenever changes are made to the client mapping or to any of the relevant virtual RTU 
definitions, the server must be restarted, either via the Stop and Start buttons or via a 
failover. 

STOP LINK  

By selecting this button, the system manager can shut down the server.  The server issues 
an abort request and then exits.  The client will then no longer be able to re-establish a 
connection. If the link is already stopped, this button is not enabled. 

AUTO START  

By checking this checkbox, the Q-NET server will be automatically started on reboot. 

 

4 DATABASE EDITING AT THE CLIENT 

The Q-NET client program is a QSCADA scan task.  Accordingly, the client database for 
each server consists of a set of QSCADA telemetry database points addressed to one or 
more virtual RTUs, all defined on one communication line.  A separate “communication line” 
with a separate copy of the scan task is required for each link. 

The client database points are defined using the PlusEditors point editor.  The following 
sections describe how to define the client database points. 

4.1 COMMUNICATION LINE POINT  
This section describes how to define a communication line point for a Q-NET link. 

 

COMMUNICATION LINE NUMBER  

Enter the communication line number (0-63). 

 

COMMUNICATION LINE DEVICE  

Not used.  Defined in PlusEditors  System->Comm Line editor. 

 

SCAN TASK NAME  
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Enter “QSCA”. 

 

RESPONSE TIMEOUT  

Not used. 

 

TIME BETWEEN SCANS  

Enter the time to wait between polls (in milliseconds). 

 

SCAN CONTROL POINT  

Not used 

 

ASSOCIATED POINTS  

Not used. 

 

PARAMETER 1 – ADD DATA POLL INTERVAL  

The interval in seconds that one RTU (virtual RTU) will be polled for all data. 

 

PARAMETERS 2 AND 3  

Not used. 

 

4.2 RTU POINT  
This section describes how to define an RTU point for a Q-NET link. 

 

COMMUNICATION LINE NUMBER 

Enter the communication line number (0-63). 

 

RTU NUMBER 
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Enter the virtual RTU number that will map to the desired dataset at the server.  Range is 1-
64.  RTU #0 is reserved. 

 

SCAN CONTROL POINT 

This is the name of a status point used to enable/disable fast scan.  If the RTU is selected for 
fast scan, the corresponding dataset will be polled more often then other datasets. 

 0 state = disable fast scan 

 1 state = enable fast scan 

If omitted, the RTU is not eligible for fast scan. 

ASSOCIATED POINTS 

Not used. 

PARAMETERS 

Not used. 

 

4.3 ANALOG POINT 
This section describes how to define an analog point that will receive data from a Q-NET 
server. 

 

TELEMETRY ADDRESS 

The format of a telemetry address is CL:RTU:A:B:C. 

CL Field 

Enter the communication line number (0-63). 

 

RTU Field 

Enter the virtual RTU number that will map to the desired dataset at the server.  Range is 
1-64. 

 

A Field 

This is the position number of the point within the analog section of the server’s dataset.  
 Range is 0-255. 
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B Field 

Enter the value 2. 

 

C Field 

Enter the value 0 

 

 FORMAT CODE 

 Enter the format code as follows: 

 0 = DEC floating point 

 1 = IEEE floating point. 

 

 SCALE FACTOR AND OFFSET 

The value transmitted from the server is already scaled in the server’s engineering units.  Further 
scaling may be defined at the client, if desired, by specifying a scale factor and offset. 

 

 ZERO CLAMP DEADBAND 

 Not used. 

 

4.3.1 Setpoint 

If a server setpoint control is to be controllable from the client, then a setpoint must be 
defined at the client with a telemetry (control) address specified as follows: 

TELEMETRY ADDRESS 

The format of a setpoint control address is CL:RTU:A:B:C (same as a telemetry 
address). 

 

CL Field 

Enter the communication line number (0-63). 
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RTU Field 

Enter the virtual RTU number that will map to the desired dataset at the server.  Range is 
1-64. 

 

A Field 

This is the position number of the point within the control section of the server’s dataset.  
Range is 0-255. 

 

B Field 

Enter the value 4. 

 

C Field 

Enter the value 0. 

 

4.4 STATUS POINT 
This section describes how to define a status point that will receive data from a Q-NET 
server. 

 

TELEMETRY ADDRESS 

The format of a telemetry address is CL:RTU:A:B:C. 

 CL Field 

 Enter the communication line number (0-63). 

 

 RTU Field 

Enter the virtual RTU number that will map to the desired dataset at the server.  Range is 
1-64. 

 

A Field 

This is the position number of the point within the status section of the server’s dataset.  
Range is 0-255. 
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B Field 

Enter the value 0. 

 

C Field 

Enter the value 0. 

 

FORMAT CODE 

Enter the value 0.  The server transmits and the client stores the same 2-bit value that the 
status point has in the server’s database. 

 

 

4.4.1 Control Point 

If a server is to be controllable from the client, then the point at the client must have control 
addressed defined as follows: 

CONTROL ADDRESSES 

The format setpoint address is CL:RTU:A:B:C. 

  

CL Field 

 Enter the communication line number (0-63). 

 

 RTU Field 

Enter the virtual RTU number that will map to the desired dataset at the server.  Range is 
1-64. 

 

A Field 

This is the position number of the point within the control section of the server’s dataset.  
Range is 0-255. 
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B Field 

Enter the value 0. 

 

C Field 

This is a select-before-operate (SBO) flag. 

 0 = direct (issue “operate” only) 

 1 = SBO (issue “select”, then “operate”) 

 

D Field 

 Enter 0 for open control.  Operating a control with D = 0 at the client causes an 
“open” control to be issued to the server. 

 Enter 1 for close control.  Operating a control with D = 1 at the client causes a 
“close” control to be issued to the server. 

CONTROL INTERVAL 

This is not used.  The server uses the control interval defined at the server. 

 

DEVICE  RESP TIMEOUT 

Enter the desired device response timeout, in seconds.  Use the same value as used at the 
server, with an extra second or two to allow for the Q-NET delay.  
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QEI provides a wide variety of Automation Products and services to 
the Electric Utility Industry. QEI's customers are a mixture of major 
utilities, government and military agencies as well as global Electrical 
Transmission and Distribution OEM's. 
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